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Windows Internals, Sixth Edition, Part 1 [] See appendix for Part 1's table of contentsC] Chapter 8 I/0 System I/O
System Components The I/0 Manager Typical I/O Processing Device Drivers Types of Device Drivers Structure
of a Driver Driver Objects and Device Objects Opening Devices I/0O Processing Types of 1/0 1/0 Request to a
Single-Layered Driver I/0O Requests to Layered Drivers 1/0 Cancellation 1/0 Completion Ports 1/O Prioritization
Container Notifications Driver Verifier Kernel-Mode Driver Framework [0 KMDFO Structure and Operation of
a KMDF Driver KMDF Data Model KMDF 1/0 Model User-Mode Driver Framework [0 UMDFO The Plug and
Play [0 PnPO Manager Level of Plug and Play Support Driver Support for Plug and Play Driver Loading,
Initialization, and Installation Driver Installation The Power Manager Power Manager Operation Driver Power
Operation Driver and Application Control of Device Power Power Availability Requests Processor Power
Management [1 PPM[ Conclusion Chapter 9 Storage Management Storage Terminology Disk Devices Rotating
Magnetic Disks Solid State Disks Disk Drivers Winload Disk Class, Port, and Miniport Drivers Disk Device
Objects Partition Manager Volume Management Basic Disks Dynamic Disks Multipartition Volume Management
The Volume Namespace Volume 1/0 Operations Virtual Disk Service Virtual Hard Disk Support Attaching
VHDs Nested File Systems BitLocker Drive Encryption Encryption Keys Trusted Platform Module [0 TPM[
BitLocker Boot Process BitLocker Key Recovery Full-VVolume Encryption Driver BitLocker Management
BitLocker To Go Volume Shadow Copy Service Shadow Copies VSS Architecture VSS Operation Uses in
Windows Conclusion Chapter 10 Memory Management Introduction to the Memory Manager Memory Manager
Components Internal Synchronization Examining Memory Usage Services Provided by the Memory Manager
Large and Small Pages Reserving and Committing Pages Commit Limit Locking Memory Allocation Granularity
Shared Memory and Mapped Files Protecting Memory No Execute Page Protection Copy-on-Write Address
Windowing Extensions Kernel-Mode Heaps [1 System Memory Pools] Pool Sizes Monitoring Pool Usage
Look-Aside Lists Heap Manager Types of Heaps Heap Manager Structure Heap Synchronization The Low
Fragmentation Heap Heap Security Features Heap Debugging Features Pageheap Fault Tolerant Heap Virtual
Address Space Layouts x86 Address Space Layouts x86 System Address Space Layout x86 Session Space System
Page Table Entries 64-Bit Address Space Layouts x64 Virtual Addressing Limitations Dynamic System Virtual
Address Space Management System Virtual Address Space Quotas User Address Space Layout Address
Translation x86 Virtual Address Translation Translation Look-Aside Buffer Physical Address Extension [1 PAEL]
x64 Virtual Address Translation 1A64 Virtual Address Translation Page Fault Handling Invalid PTEs Prototype
PTEs In-Paging 1/0 Collided Page Faults Clustered Page Faults Page Files Commit Charge and the System
Commit Limit Commit Charge and Page File Size Stacks User Stacks Kernel Stacks DPC Stack Virtual Address
Descriptors Process VADs Rotate VADs NUMA Section Objects Driver Verifier Page Frame Number Database
Page List Dynamics Page Priority Modified Page Writer PEN Data Structures Physical Memory Limits Windows
Client Memory Limits Working Sets Demand Paging Logical Prefetcher Placement Policy Working Set
Management Balance Set Manager and Swapper System Working Sets Memory Notification Events Proactive
Memory Management [ SuperfetchC] Components Tracing and Logging Scenarios Page Priority and
Rebalancing Robust Performance ReadyBoost ReadyDrive Unified Caching Process Reflection Conclusion [ [
Chapter 11 Cache Manager Chapter 12 File Systems Chapter 13 Startup and Shutdown Chapter 14 Crash Dump
Analysis Appendix: Contents of Windows Internals, Sixth Edition, Part 1 Index
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0000 OO0 Earlyinthe boot process, the memory manager reads the Driver Verifier registry values to
determine which drivers to verify and which Driver Verifier options you enabled. [1 Note that if you boot in safe
mode, any Driver Verifier settings are ignored.[] Subsequently, if you've selected at least one driver for verification,
the kernel checks the name of every device driver it loads into memory against the list of drivers you've selected for
verification, For every device driver that appears in both places,the kernel invokes the VfLoadDriver function,
which calls other internal Vf* functions to replace the driver's references to a number of kernel functions with
references to Driver Verifier-equivalent versions of those functions. For example, ExA//ocatePoo/is replaced with a
call to VerifierAl/ocatePoo/. The windowing system driver [ Win32k.sys[] also makes similar changes to use
Driver Verifier-equivalent functions. Now that we've reviewed how Driver Verifier is set up, we'll examine the six
memory-related verification options that can be applied to device drivers: Special Pool, Pool Tracking, Force IRQL
Checking,Low Resources Simulation, Miscellaneous Checks, and Automatic Checks Special Pool The Special Pool
option causes the pool allocation routines to bracket pool allocations with an invalid page so that references before
or after the allocation will result in a kernel-mode access violation, thus crashing the system with the finger pointed
at the buggy driver. Special pool also causes some additional validation checks to be performed when a driver
allocates or frees memory. When special pool is enabled, the pool allocation routines allocate a region of kernel
memory for Driver Verifier to use. Driver Verifier redirects memory allocation requests that drivers under
verification make to the special pool area rather than to the standard kernel-mode memory pools. When a device
driver allocates memory from speaal pool, Driver Verifier rounds up the allocation to an evenpage boundary.
Because Driver Verifier brackets the allocated page with invalid pages, if a device driver attempts to read or write
past the end of the buffer, the driver will access an invalid page, and the memory manager will raise a kernel-mode
access violation. Figure 10-36 shows an example of the special pool buffer that Driver Verifier allocates to a device
driver when Driver Verifier checks for overrun errors.
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