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章节摘录

版权页：   插图：   Early in the boot process, the memory manager reads the Driver Verifier registry values to
determine which drivers to verify and which Driver Verifier options you enabled. （Note that if you boot in safe
mode, any Driver Verifier settings are ignored.） Subsequently, if you've selected at least one driver for verification,
the kernel checks the name of every device driver it loads into memory against the list of drivers you've selected for
verification, For every device driver that appears in both places,the kernel invokes the VfLoadDriver function,
which calls other internal Vf* functions to replace the driver's references to a number of kernel functions with
references to Driver Verifier-equivalent versions of those functions. For example, ExA//ocatePoo/is replaced with a
call to VerifierAl/ocatePoo/. The windowing system driver （Win32k.sys） also makes similar changes to use
Driver Verifier-equivalent functions. Now that we've reviewed how Driver Verifier is set up, we'II examine the six
memory-related verification options that can be applied to device drivers: Special Pool, Pool Tracking, Force IRQL
Checking,Low Resources Simulation, Miscellaneous Checks, and Automatic Checks Special Pool The Special Pool
option causes the pool allocation routines to bracket pool allocations with an invalid page so that references before
or after the allocation will result in a kernel-mode access violation, thus crashing the system with the finger pointed
at the buggy driver. Special pool also causes some additional validation checks to be performed when a driver
allocates or frees memory. When special pool is enabled, the pool allocation routines allocate a region of kernel
memory for Driver Verifier to use. Driver Verifier redirects memory allocation requests that drivers under
verification make to the special pool area rather than to the standard kernel-mode memory pools. When a device
driver allocates memory from speaal pool, Driver Verifier rounds up the allocation to an evenpage boundary.
Because Driver Verifier brackets the allocated page with invalid pages, if a device driver attempts to read or write
past the end of the buffer, the driver will access an invalid page, and the memory manager will raise a kernel-mode
access violation. Figure 10-36 shows an example of the special pool buffer that Driver Verifier allocates to a device
driver when Driver Verifier checks for overrun errors.
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媒体关注与评论

"在微软，我们一直用本书培训新员工⋯⋯本书是深入理解Windows的绝佳入门书。
"   --Windows之父Jim Allchin"每一位操作系统开发人员都应该拥有本书。
" --微软技术院士、Windows NT首席设计师David Cutler"我想不出还有哪一本书比本书更具权威性。
" --微软公司副总裁Ben Fathi
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编辑推荐

微软官方Windows权威著作最新版，深入剖析Windows技术内幕，大幅更新，涵盖Windows内核最新特
性，带你身入Windows技术核心，了解Windows内部是如何工作的。
全书内容丰富、信息全面，主要包括的Windows操作系统深度知识有：理解Windows的关键机制，包
括系统服务分发和调度机制、启动和停机，以及注册表；挖掘Windows的安全模型，包括访问控制、
特权和审计；利用内核调试器和其他的工具来检查内部系统结构；检查与进程、线程和作业相关的数
据结构和算法；观察Windows如何管理虚拟内存和物理内存；理解NTFS的操作和格式，诊断文件系统
访问问题；从上往下查看Windows的网络栈，包括映射、API、名称解析和协议驱动程序；诊断引导问
题，执行崩溃分析。
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名人推荐

“在微软，我们一直用本书培训新员工⋯⋯本书是深入理解Windows的绝佳入门书” ——Windows之
父jim Allchin “每一位操作系统开发人员都应该拥有本书” ——微软技术院士、Windows NT首席设计
师David Cutler "我想不还有哪一本书比本书更具权威性。
” ——微软公司副总裁Ben Fathi
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