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It's both a pleasure and an honor for me to write the foreword for this latest edition ofWindows Internals. Many
significant changes have occurred in Windows since the last editionof the book, and David, Mark, and Alex have
done an excellent job of updating the book toaddress them. Whether you are new to Windows internals or an old
hand at kernel develop-ment, you will find lots of detailed analysis and examples to help improve your
understand-ing of the core mechanisms of Windows as well as the general principles of operating

systemdesign. Today, Windows enjoys unprecedented breadth and depth in the computing world. Variantsof the
original Windows NT design run on everything from Xbox game consoles to desktopand laptop computers to
clusters of servers with dozens of processors and petabytes of stor-age. Advances such as hypervisors, 64-bit
computing, multicore and many-core processordesigns, flash-based storage, and wireless and peer-to-peer
networking continue to provideplenty of interesting and innovative areas for operating system design.One such
area of innovation is security. Over the past decade, the entire computing indus-try——and Microsoft in particular
——~has been confronted with huge new threats, and securityhas become the top issue facing many of our
customers. Attacks such as Blaster and Sasserthreatened to bring the entire Internet to its knees, and Windows was
at the eye of the hur-ricane. It was obvious to us that we could no longer afford to do business as usual, as manyof
the usability and simplicity features designed into Windows were being used to attack itfor nefarious reasons. At
first the hackers were teenagers trying to gain notoriety by breakinginto systems or adding graffiti to a corporate
Web site, but pretty soon the attacks intensifiedand went underground. The hackers became more sophisticated
and evaded inspection. Yourarely see headlines about viruses and worms these days, but make no mistakembotnets
andidentity theft are big business today, as are industrial and government espionage throughtargeted attacks.
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(0 O O Because the flag responsible for special kernel APC delivery disabling [J and the guardedregion
functionality[] was not added until Windows Server 2003, most drivers do not yettake advantage of guarded
mutexes. Doing so would raise compatibility issues with earlierversions of Windows, which require a recompiled
driver making use only of fast mutexes.Internally, however, the Windows kernel has replaced almost all uses of fast
mutexes withguarded mutexes, as the two have identical semantics and can be easily interchanged.Another
problem related to the guarded mutex was the kernel function KeAreApcsDisabled.Prior to Windows Server 2003,
this function indicated whether normal APCs were disabled bychecking if the code was running inside a critical
section. In Windows Server 2003, this func-tion was changed to indicate whether the code was in a critical, or
guarded, region, changingthe functionality to also return TRUE if special kernel APCs are also disabled.Because
there are certain operations that drivers should not perform when special ker-nel APCs are disabled, it makes sense
to call KeGetCurrentlrgl to check whether the IRQLis APC level or not, which is the only way special kernel APCs
could have been disabled.However, because the memory manager makes use of guarded mutexes instead,
thischeck fails because guarded mutexes do not raise IRQL. Drivers should therefore callkeAreAllApcsDisabled
for this purpose. This function checks whether special kernel APCs aredisabed and/or whether the IRQL is APC
level-the sure-fire way to detect both guardedmutexes and fast mutexes.
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